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Ahead of the threat.

Internet Security Systems (ISS)’ SiteProtector™ centralized management system provides scalable, centralized security management and analysis
capabilities for ISS’ broad array of security products and select third party devices. SiteProtector is the only enterprise-capable security product that
unifies the management and analysis of network, server, and desktop protection agents and appliances, providing central visibility and control for
the Proventia® Enterprise Security Platform (ESP). Customers can control, monitor and analyze their security protection systems from one central
site with a minimum of staff and operational costs.

SiteProtector

D A T A  S H E E T

Multi-Tiered Architecture
Multiple Site Support
Distributed Event Collection
Multiple Agent Managers Per Site
Enterprise Database Support
Enterprise Dashboard View
With Drill Down Capability
Multi-Window View
Centralized Servers
Simultaneous Multi-Site View

Enterprise Class Scalability

Start Agent / Start Scan
Edit Policy
Apply Policy
Sensor Grouping
Grouped Sensor Control
Edit Response
Apply Response
Apply X-Press Update™
Edit Agent Properties
Stop / Pause Device
Agent Group Subscription
Build Agent Technology
Group Based Policy Inheritance

Agent Control

35 Default Reports
Export Reports To Pdf, Csv, Html
Group Based Reporting
Schedulable Reports

Reporting

Active Directory Integration
Automatic Asset Grouping
Protection View
Manual Asset Grouping
Group Name Customization
Rename Group
Monitor Group
Group Based Reporting
Refresh Group
Multi-Level Asset Grouping
Group Beased User Access Control

Asset Management

Administration Using Domain 
Accounts (Optional)
Administration Using Local Accounts
Multiple User Roles
User Role Privilege Customization
Group Based User Access Control

User Administration

Start Agent / Start Scan
Edit Policy
Apply Policy
Grouped Sensor Control
Report Creation
Edit Response
Apply Response
Apply X-Press Update ™
Edit Agent Properties
Stop / Pause Device
Agent Group Subscription
Asset Grouping

Automated & Schedulable Command Administration



NETWORK  &  HOST  INTRUS ION  PREVENT ION   l VULNERABIL I TY  MANAGEMENT   l MANAGED  SECURITY  SERV ICES

w w w . i s s . n e tD A T A  S H E E T

Automatic Asset Identification
Active Asset Discovery 
(Requires Internet Scanner)
35+ Network Scanning Policies Out Of Box
Policy Customization
Detailed Asset Scanning (Requires Internet Scanner)
Centralized Policy Sharing

Discovery and Assessment

Group Analysis View
17 Default Views
Right Click Data Analysis Navigation
(fast analysis)
Custom Views
Event Clearing
Incident Support and Creation
Exception Support and Creation
Drill Down to Event Details
View Threat Information
Sensor Analysis Mode
Target Analysis Mode
Source Analysis Mode
Target and Source Analysis Mode
Target Sensor and Source Analysis Mode
Data Export to Printer
Data Export with Vulnerability Info
Schedule Data Export
Graphical Analysis Views
Auto Refresh Analysis Views
Refresh Rate Customization
Baseline and Compare View
Return to Baseline
Global Filters
Analysis View Filters 
Consolidated Event Views
Real-time Streaming Events Views

Data Analysis

Schema Documentation Available 
Purge Data
Purge Data on Schedule
Data Backups
Defrag

Data Maintenance

Internet Proxy Support
Optional SSL Validation 
Optional Local Documentation
Web Documentation
Administrative Trace (Local Logging)
User Auditing

Administrative Functions

Block 
Kill 
Suspend
Quarantine
SNMP Trap
Email Response
OPSEC Destination Address
OPSEC Service
OPSEC Source Address
OPSEC Source Destination Address
Banner Response
Fusion Scripting
Centralized Responses 
(From Management System)
- Snmp Trap
- Email Response

Responses Available (limited to specific protection agents)

Security Content Updates (X-press Update™)
Service Packs
Full Remote Upgrades
Automatic Updates (Keep Current)
On-Demand Updates
Schedulable Updates
Update Via Web
Update Offline In Non-Connected Fashion
Centralized Update Server
Bandwidth Throttling Of Updates
Update Mirrors

Updates

Take Control!
Contact us today to learn more about how SiteProtector reduces the management burden on your IT staff and helps them focus on other critical projects. Be sure
to ask if your company qualifies for a free 30-day trial. For more product information visit: www.iss.net

For an on-site demonstration, contact an office location near you.

6303 Barfield Road
Atlanta, GA 30328
United States
Phone: (404) 236-2600
e-mail: sales@iss.net

Australia and New Zealand
Internet Security Systems Pty Ltd.
Level 6, 15 Astor Terrace
Spring Hill Queensland 4000
Australia
Phone: +61 (0)7 3838-1555
Fax: +61 (0)7 3832-4756
e-mail: aus-info@iss.net

Asia Pacific
Internet Security Systems K. K.
JR Tokyu Meguro Bldg. 3-1-1
Kami-Osaki, Shinagawa-ku
Tokyo 141-0021
Japan
Phone: +81 (3) 5740-4050
Fax: +81 (3) 5487-0711
e-mail: jp-sales@iss.net 

Europe, Middle East and Africa
Ringlaan 39 bus 5
1853 Strombeek-Bever
Belgium
Phone: +32 (2) 479 67 97
Fax: +32 (2) 479 75 18
e-mail: isseur@iss.net

Latin America
6303 Barfield Road
Atlanta, GA 30328
United States
Phone: (404) 236-2709
Fax: (509) 756-5406
e-mail: isslatam@iss.net

REGIONAL HEADQUARTERSGLOBAL HEADQUARTERS

Copyright© 2004 Internet Security Systems, Inc. All rights reserved worldwide Internet Security Systems, X-Press Update, SiteProtector and SecurityFusion are trademarks, and Proventia and the Internet Security Systems logo are registered trademarks,
of Internet Security Systems, Inc. Other trademarks and trade names mentioned are marks and names of their owners as indicated. All trademarks are the property of their respective owners and are used here in an editorial context without intent of
infringement. Specifications and content are subject to change without notice.


